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A deantic logic
Jormalizes a moral
code, allowing
ethicists to render
theories and dilenmas
in declarative form for
analysis, It offers a
way for fuman
OVErSECrs to constrain
rabot behavior in
ethically sensitive
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sintelligent machines assume an increasingly prominent role in our lives, there

seemslittle doubt they will eventually be called om to make important, ethically

charged decisions. For example, we expect hospitals to de ploy robots that can adminis-

ter medications, carry out Lests, perform surgery, and so on, supported by software agents,

or softhols, that will manage related data. (Our dis-
cussion of ethical robols extends to all artificial
agenls, embodied ornol.) Consider also that robots
are already finding their way to the baitlefield, where
many of their potential actions could inflict hanm that
is ethically impenmissible.

How can we ensure that such mbots will always
behave in an ethically comect manner? How can we
knonw ahead of time, via rationales expressed in clear
natural languages, that their behavior will be con-
sirained specifically by the ethical codkes affirmed by
human cverseers? Pessimists have claimed that the
answer ko these questions is: “Wecan't!” For exam-
ple, Sun Micmsystems” cofounder and former chief
soientist, Bill Toy, published a highly influential argu-
ment for this answer.! Inevitably, according to the
pessimists, AL will produce robots that have tremen-
dons power and behave immorally. These predicions
certainly have some traction, particulary among a
public that peys good money 10 see such dark flms
as Stanley Kubrick's 20007 and his joint venture with
Stephen Spielberg, AN,

Monetheless, we'ne optimists: we think formal ogic
offers a way to preclude doomsday scenarios of mali-
ciows robals aking over the world . Faced with the chal-
lenge of engineering ethically comect robals, we pro-
pose a logic-tased approach (see the related sidebar).
We've successfully implemented and demonsirated
this approach 2 We present it here in a general method-

1541-167206520.00 © 2006 |EEE
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ology to answer the ethical questions that arise in
entristing robots with more and more of onr wel fare.

Deantic logics:
Formalizing ethical codes

Or answer o the questions of how to ensure eth-
ically commect rohot kehavior is, in brief, to insist that
robots cnly perform actions that can be proved eth-
ically permissible in a human-selected deoniic fogic.
Acdeontic logic Formalizes an ethical code—that is,
a collection of ethical nules and principles. Ismac Asi-
mery introduced a simple (bat subtle) ethical code in
his famous Three Laws of Robolics:®

1. A robot may not harm a human being, or, thoagh
inaction, allow a human being 1o come to harm.

2. A robat must obey the orders given to it by
human heings, excepl where such orders would
conflict with the First Law.

3. Arobot must protect is own existence, as long
as such protection does not conflict with the
First or Second Law.

Human beings often view ethical theories. princi-
ples, and codes informally, bat intelligent machines
require agreater degree of precision. Al present, and for
the foreseeable futune, machines can’t work directly
with natral language, so we can’t simply Feed Asi-
mew's three laws to a mobot and instrct it behave in

IEEE INTELLIGENT SYSTEMS
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Rensselaer Artificial Intelligence and Reasoning (RAIR) Laboratory

Home Projects Feople

The Rensselaer Artificial Intelligence and
Reasoning (RAIR) Laboratory is located in rooms
1112 and 1201 of the Russell Sage Laboratory on the
RPI campus.

Research and development in the RAIR Lab ranges
across a number of applied projects, as well as across
many of the fundamental questions Al raises (e.qg.,
Are we machines ourselves? If so, what sort of
machines?). Everything is to a high degree unified by
the fact that the formalisms, tools, technigues,
systems, etc. that underlie the lab's R&D are
invariably based on reasoning.

Because of this, logic plays for us a central role (since,
after all, logic is the science of reasoning), but

reasoning can be implemented in many ways, and so to reach our goals we happily

Lectures

Rensselaer Al and Reasoning Lab

turn to whatever concretization of reasoning gets the job done.

Sponsors

Tour

RAIR Lab News

Artificially induced:
Teaching computers to
read first step in
developing consciousness
February 20, 2005

"RPI's work will investigate
learning and reasoning, both
areas that are key to
achieving the vision of
cognitive systems," said Jan
Wallker, with DARPA's external
relations department. "In
addition, while learning and
reasoning are generally
important, it is also important
to be able to measure when a
cognitive system has learned.
The RPI project will develop
ways to help measure when a
systemn has truly learned
something."

Rensselaer Researchers
Awarded DARPA Grant to
Focus on Learning and
Reading
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Advanced Knowledge Representation and
Reasoning for Interactive Visualization
(AKRRIV)

The AKRRIV project will develop the necessary tools
and frameworks to facilitate interoperability between
ARIVA systems at the visual level. During AKRRIV
three systems will be designed and implemented:
Vivid-CL, a logic which handles visual information;

RASCALS!A, a framework for building models of
intelligence analysts, including goals, plans, and
beliefs; and Director, a system to manage the
interaction between systems. Slate will be the first
system enhanced with these new developments.

Solomon

While current Q&A systems are competent and useful
with respect to the information they process, they are
very limited when compared to a conversation an
analyst could have with a human who has read the
same information. Solomon, a radically new Q&A
system that will transcend the limitations of existing
systems by approaching real conversation with real
humans.

Sponsors Tour

RAIR Lab News

Artificially induced:
Teaching computers
to read first step in
developing
consciousness
February 20, 2005

"RPI's work will
investigate learning and
reasoning, both areas
that are key to achieving
the vision of cognitive
systems,"” said Jan
Walker, with DARPA's
external relations
department. "In addition,
while learning and
reasoning are generally
important, it is also
important to be able to
measure when a cognitive
system has learned. The
RPI project will develop
ways to help measure
when a system has truly
learned something."

Rensselaer
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Enhancing/Leveraging ...

Slate

WwWw.cogsci.rpi.edu/slate

Slate was designed and developed by:
Selmer Bringsjord
Andrew Shilliday
Joshua Taylor

With valuable suggestions from:
Marc Destefano, Wayne Gray,
Michael Schoelles, Jason Wadicka,
and Micah Clark.
Slate is the property of Rensselaer Polytechnic Institute (RPI) and the Rensselaer Artificial
Intelligence and Reasoning (RAIR) Lab, When officially released, sponsors and general
contractors enjoy an unrestricted license to the system.

Copyright (c) 2003-2006 Rensselaer Polytechnic Institute. All rights reserved.
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- certified relative to input, and are articulated in accor
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Stories are Needed, but it’s Reasoning in the End,
and Prescription/Education Can’t be Avoided

UNCLASSIFIED // FOUO

A Primer on the Use of
Arguments in Slate

Analyzing Pearl Harbor in Late 1941

Micah Clark, Daniel Werner,
Andrew Shilliday, Selmer Bringsjord

Rensselaer AT & Reasoning Laboratory (RAIR)
Department of Cognitive Science
Department of Computer Science

Renszelaer Polytechnic Institute (RPT)
110 Bt St,, Troy NY 12180

v — Pearl Harbor in Late Nov. 1941

Pearl Harbor case to illustrate how to construct and use a valid argument.
|gnificant intelligence question that remains familiar; the goal is not o
complete study of Pearl Harbor['| Argumentative analysis is not only a
tion, but can be applied just as effectively to many intelligence questions

msider the available evidence and gaps and try to determine intuitively
on, or, in this case, decision. As one commeon analogy has it, the analyst
he puzzle — recognizing that many pieces are missing and some that are
r. o use a metaphor commaon after September |1, 2001, the analyst tries

(pothesis and Identifying Primary Reasons

nber 1941: you are an intelligence analyst weighing potential Japanese
rst. identify which hypothesis to investigate using brainstorming and other
r's Analysis of Competing Hypotheses to narrow the range of plausible
pothesis — in this case, that Japan will attack Pearl Harbor — to the Slate

&) Slare

(apan vl

Peat
arbor

e hypothesis, our next task is to identify the primary reason: the most
reason for accepting the hypothesis.  This type of backward-chaining
ym conclusions to justifying premises — is often called “goal-directed”
arbor i= vast. and this paper uses only a small portion of the available body of evidence
ment. For clarity and illustrative purposes, much of the supporting argument h

vas taken by Hal Ford. The Parposes and Probl af National Intelligence E.

. 1989, chapter 1. on a hypothetical December 4. 1941, Special National Intelligence

5 (Govemment Printing Office, 1999), chapter

icators

| for grouping reasons into categories. For example, the reasons for
kh a war against the US can be usefully divided into two types:

war with the US positively.

fat Japan will attack US forces soon.

ntive) is a general supposition (or sometimes, a proposition) that out-
e (or disadvantage) in pursuing some course of ncr]onﬂ An indicator

If information that suggests that the adversary is planning something.
sitions, i.e. they are typically known to be true.

naifion

arn Jees
iating

far with US.
Jusitively

incentive/indicator distinction is found in the 1996 terrorist attack on United States
fers in Sandi Arabia. Terrorists had abundant incentives or general reasons for
ding undermining US will to maintain a military presence on Saudi territory. In
rs, including the seizure of explosives being smuggled nto Saudi Arabia, threats
detection of surveillance of Khobar Towers. Even more recently, analysts trying
ass destruction (WMD) efforts could identify clear incentives for Iragi pursuit of
[eedom studies detail how analysts misinterpreted and overstated indicators of Irag
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“The Problem”

You speak only English, and work in your office with
data expressed in English. You want to ask questions
of, and get answers back from, thousands of others
outside your office, and outside your institution — but
unfortunately they speak other languages (Spanish,
Arabic, Chinese, Norwegian, and so on). Furthermore,
all these other people want to keep a good chunk of
their data private; you feel the same way about some
of your own data. In addition, no has the time to meet
face-to-face and go through the painstaking process of
learning the other’s language, and then sharing, by
hand, piece by piece of information in ways that (in the
desired cases) preserve privacy.



The Problem

You have your own way of representing data, and work in your
office within X/16 with data expressed in this manner. For
example, you use particular schemas to represent relational data
about financial transactions, suspects, potential sleepers, political
figures, etc. You want to “broadcast” information to, ask
questions of, and get answers back from, thousands of other
analysts and systems outside your office, and outside X — but
unfortunately they represent their data using different schema,
ontologies, formats, and relational databases, work in different
domains, and work in different ways. Furthermore, all these
other people want to keep a large portion of their data private;
you feel the same way about some of your own data. In
addition, no one has the time to meet face-to-face and go
through the painstaking process of learning the other’s schemas
and formats, and then sharing, by hand, piece by piece of
information in ways that (in certain cases) preserve privacy.
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The Problem is Solved When
Analysts Enter A-SpaceX from the A-Desk
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Clarifying ‘Interoperability’ Tech
Presupposed by A-SpaceX/A-Desk

Service-Oriented Architecture

® E.g,Expedia uses Sabre. Google’s Froogle.

® For significant SOA-based interaction between systems, PBSI will be
required.

Provability-Based Semantic Interoperability (PBSI)

® “Hva gjorde Ibsen skriver?” = “Among other things, Norway’s great
dramatist wrote The Master Builder.”

® The key to real interoperation.

Sneaker-Based Node-to-Node Translation/Interoperation
® Could match PBSI, but out of the question.
~ ® (Microsoft Office) Inter-App Interoperability
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Each node an analyst, or
close-knit team of analysts.
Each link direct, face-to-face
translation/interoperation.




Not a Smart Way to Go

Each node an analyst, or
close-knit team of analysts.
Each link direct, face-to-face
translation/interoperation.










This (= Provability-Based Semantic Interoperability)
is the Way to Go!




Bridging Axioms for
PBSI Derived from
Translation Graphs

interlingua —

bridging axioms/b O




Empty Signature

Sorts;

Functions:

" (add-sort Person)
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IKL (and its antecedents over
the past two decades) is rather
powerful. E.g., it's more
expressive than atomic
atabases)
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5.3 Integrating New Ontologies into Translation Graphs

Let’s introduce a fifth company, x, who tracks only those phone calls made by

its employees to its customers. These
shown, an excerpt of which is shown i
in Figure 4. Suppose that x has dec
data, and to omit the associations

to reason, then, that the consumers ¢
about the specifics of each phone ¢
placed at particular times and with j

43
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Fig. 4. A possible signatur
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Abstract. Provability-based semantic interoperability is a kind of inter-
operability that transcends mere syntactic translation to allow for robust,
meaningful information exchange across systems employing otherwise
unresolvable ontologies, and which can be evaluated by provability-based
(PB) queries. We introduce a system of translation graphs to formalize
the relationships between diverse ontologies and knowledge representa-
tion and reasoning systems, and to automatically generate the translation
axioms governing PB information exchange and inter-system reasoning.
We demonstrate the use of translation graphs on a small number of sys-
tems to achieve interoperability.
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The increasing volume, variety and velocity of intelligence analysis requires new approaches that will enable greater flexibility, precision,
timeliness and automation of analysis to maximize valuable human resources in responding to fast-evolving threats. Ontology-based technology as
applied in areas such as bioinformatics has demonstrated the possibility of gains along all of these dimensions. The time is ripe to extend these
gains also to other spheres.

This conference will bring together experts on ontology-based technology with particular experience in the problems facing the intelligence
community. It will feature invited talks from prominent ontologists and intelligence community leaders, as well as submitted papers focusing
especially on the creation of public-domain ontology resources to support the work of intelligence analysts.
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Marc's a pretty cool guy. He likes computers, but he likes his friends even more. He'll occasionally confuse people by spontaneously
quoting from an obscure reference, but since he'll go to just about any lengths to help others, people generally like him.
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SNARK-USER 14 >
(in-immature-scenario
(prove '(t-retrieve subject
teddybear
?c)
:answer '(looks-in ?c)))

(Refutation
(Row 1
(or (not (person ?x)) (not (object ?
y)) (not (container ?z)) (not (in ?y ?
z)) (bel-in ?x ?y ?z))
assertion)
(Row 2
(or (not (person ?x))
(not (container ?y))
(not (object ?2z))

(Row 8

(in teddybear c2)

assertion)
(Row 9

(w-retrieve subject teddybear)

assertion)
(Row 10

(not (t-retrieve subject teddybear ?
X))

negated conjecture

Answer (looks-in ?x))
(Row 11

(or (not (person ?x)) (bel-in ?x
teddybear c2))

(rewrite (resolve 1 8) 6 7))
(Row 25

(bel-in subject teddybear c2)
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(not (w-retrieve ?x ?2z))
(not (bel-in ?x ?z ?y))
(t-retrieve ?x ?z ?y))

assertion)
(Row 2

(Row 8
(p-in subject teddybear cl)
assertion)
(Row 9
(w-retrieve subject teddybear)
assertion)
(Row 10
(not (t-retrieve subject teddybear ?
X))
negated conjecture
Answer (looks-in ?x))
(Row 11
(bel-in subject teddybear cl)
(rewrite (resolve 2 8) 5 7 4))
(Row 25
(t-retrieve subject teddybear cl)
(rewrite (resolve 1 11) 9 7 5 4))




Please note:
Even dirt-simple beliefs like:

“l believe that Jones believes that the object is in
the first of the two boxes.”

exceed what can be represented in things like RDF.
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Standalone Cognitively Robust
Virtual Characters in Second Life
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Logically Controlled English

® | ogically controlled English is a subset of
everyday English that has limits on what can
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Controlled English to Logic
Translation (CELT)

® CELT is a parser for controlled English that
translates the English to logic.

® |t can be much more powerful than
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Second Life and CELT

® Example controlled English:
“Micah puts the teddy bear in the box.”

® CELT’s translation to first order logic:
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ERIust (S COMORRSEY

such squipmenia fermeniog, refngerenon, and a gas cap
ure wyilemand apree with the cxpersy Bt BW agen pio-
duction is the oaly cominiont, logical perposs for thess
wehiches

& The capability of ihe sywem Ly caplufe and com
press exhaos: gases produccd during fenmeniation s
nodt pequired lor leginmane Becloghcal processes and
stroagly indbestes smempts o condesl odaction &2
L=l

The presence of caustic in e fermemor combaned
with e recent paiating of the plant may dicae an
Emempn o decomtaminge ind concesl the plasts pu

o

Finally, the duts plate on the: fermestor isdicaies that
s yanem win manulscnined = D000 e vl i wis
mol doclared o the United Mationa, & rogeised by
Securigy Council Resolutions

Soine coalition snalywis e thal the Eadler found
late Apeill could be uued for Bioproduction bul bl
may bo a rer proseiype bovams S Byeut is aot on
tiwely identical 1o what the source deseribed

A New Tork Times sfticle an 13 May 2003 seponed
that a= apriculiural capent suppeds B Faders might Bon
beon intended 0 produce biopesticides near agriceliunl
aeas in order i0 avied degradaiion problems. The saame
eniche also reporied that & former weapons inspacior sug
peats that the mdlen may be chemical-peoccaing weity
imirmded to0 refurbish [rgs antiasrcradfl misskes.

o Hiopestsside prodaction sequires the same squip
ment and fechaology used for BW agent producsion:
howeever. the off-gas collection sysiem and the size of

-
e ]

It vt 8 Ty, TGl B
WA SUDDTY BRSO QIR CpENCETE
Lo s ule e a2t

Manodaciurer s dale pdale o e levmendior

the equpment are urmecessary for bispesticide peo

doction. Thete is mo noed 1o produce hopeicides
nesd (he poift of uie became opaincides do ol
depradc as quickly s most BW agenis and wosld be
meere ecnncmically prodheced ai o larpe fined facility

I addition. the color of the trailer found in mid-April
s indizative of miltary rather than civalian e

Owr missile experis have no explasation for how weck
& truiker oould function 1o refurbish antiaircraft mis

siles and judpe that such o use i unlikely based on
the scale, configwraiion, and assessed Munction of the
equipment

The gaperin cited = the editorial ame pol on B wcene
and probably do not bave complein scoes 1o infior
Mitson aher e trankers

LAY
Ned &2 Ee 6§ =87

Iraq DIA/CIA BW Report Analyzed into Slate

Hydrogen Producthon Cover Story

Sersor Iragi officials of the al-Kindi Research, Testing,
Developmens, and Exgineering facility i Moul were
shown phciures of the mobile production Failen, asd they
chiimed that e drailers werr used to chomcally produce
hydrogen for anillery weather balloom. Hydroges pro-
duction woald be o plassible cover sory for the mobile
proadiss o e

& The lragis have waed sophesticated dental and decep
ton methods thar Ecinde the use of cover Roies
that e designed v worl, Seme of the fesmres of
the tdlera s colloction sysicm and the presenco

hydropen production.

The plasts design posaibly could be med o produse
hydeopen using a chombcal reaction, bt it would be in
efficiens. The capacity of this crailer i larger than typ
cal enits for hydroges prodoction fof weather hallooss
Compast, taaspontabls hydmopon pencration sysoms asg
commercially mailable. safe, and rcliable

Sample Collection and Analysis

Wi OO 0 ST D prealer found in - Apwil and
ar using advanced sample analysis sechnigues to deior

of causticare comnsen with bots boproduction and  mine whether BW ageni is present, although we do mot

&







